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1. ITossicHUTEJIBLHAA 3AIMUCKA

Konkypchoe 3aJlaHue pa3zpaboTaHa B COOTBETCTBUU C
npodeccronanbubiM  cTaHgaptoM 06.026 «CucTeMHBI  aIMUHUCTPATOP
UH(OPMAITMOHHO-KOMMYHUKAIIMOHHBIX ~ cucTem», OI'OC CIIO 09.02.06
CereBoe m CucreMHoe AJIMHHUCTPUPOBAHUE, a TAKKE OCHOBBIBAsICh Ha
koHKypcHOM 3amanuu VIl HammonaneHoro yemnuonara «AOWIMMITMKCY 10
komneTeHuu CeTeBoe U CUCTEMHOE aJIMUHUCTPUPOBAHHUE.

2. Onucanue KOMIETEHIIUH.
2.1. AKTYyaJIbHOCTHh KOMIIETEHIIMH.

Komnerenuus «CereBoe U CHCTEMHOE aJIMUHHCTPUPOBAHUEY» BXOJUT B
«TOII-50 wnambonee BOCTpEOOBaHHBIX U TEPCIEKTUBHBIX TMpodeccuin» B
COOTBETCTBUM JIyUIIUMU 3apyOCKHBIMU CTaHAApTaMU U TEPEOBBIMU
TEXHOJIOTUAMHU. Y TBEPKJICHO MTpHKa3oM MUHUCTEPCTBOM 00pa30BaHUsI U HAYKU
Poccuiickoii penepanuu ot 09 nexadbps 2016 rona N1548 B Bune OeaepanbHOro
00pa30BaTeNbHOrO0 CTAHJAPTa CPEAHEr0 MNPOPECCHOHATBLHOIO 00pa3oBaHUs
09.02.06 «CeteBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHUEY.

AKTyaJIbHOCTh KOMIIETEHIIUH «CeteBoe " CUCTEMHOE
aAMUHUCTPUPOBAHUE» OOYCJIOBJIEHA TEM, 4YTO B cdepy AesITeNbHOCTU
CUCTEMHOTO  aJMUHUCTpATOopa BXOJIUT CO3JaHUE U  OOCIyKHBaHUE
BBIYHMCIIUTEIbHBIX KOMIUIEKCOB M CETEH, KOHTpPOJIb HCIPAaBHONM pabOThI
OMEpPAlMOHHBIX CUCTEM U MPOrPaMMHOro oOecreyeHus, MpPOEKTUPOBAHUE,
aAMUHUCTPUPOBAHUE U MOJIEPHU3ALINS CETH, IOJJIEPKKA CEPBEPOB, YCTAHOBKA
HOBOTO MpOrpaMMHOE OOecreueHre U OOHOBJIEHUE CYIIECTBYIOIIETO, B TOM
YHUCJIE B PEXKUME YAAICHHOro JocTymna. OQHON U3 caMbIX OTBETCTBEHHBIX 3a1a4
CUCTEMHOI'O aJMUHHUCTpATOpa sIBIsETCS obOecrneuyeHur HH()OpPMallMOHHON
0€e30MacHOCTH OpraHU3allK, HACTPOWKa TMpaB JOCTyNa K Pa3IuYHbIM
BHYTpeHHUM U BHemHuM IT pecypcam, TakuM Kak MPUHTEPHI, MOYTA, OOIIHE
daiinoBsie xpanunuiia, UHTepHET. A Takke IpenynpexaeHue coos JTrooro
KOMITOHEHTA CUCTEMBI, JIMKBU 1AM TIOCTEACTBUM c00s1 6e3 yiiepba isist paboThl
OpraHu3aluu.

DTO OYEHb BaXKHAsE KOMIETEHIIUS ISl JIF0OOW KOMIIaHUH, TaK Kak Jito0ast
HEUCIIPABHOCTh OPITEXHUKH, KAOETbHON CHUCTEMbI WM 3JIEMEHTOB JIOKAJIbHOM
CEeTH MOJKET BbI3BaThb OYEHb JOPOTOCTOSIIMNA JUIsl OpraHu3aliyd MpPOCTON B
(GYHKUIMOHUPOBAHUM,  TMOATOMY  CHUCTEMHBIM  aIMUHUCTpPATOp  HECET
OTBETCTBEHHOCTb 32 MOMOIIIb [10JIH30BATENSIM B 00ECIICUEHUH UX MTOTPeOHOCTEN
B HENPEPBHIBHOW pabOTe KOMIBIOTEPHBIX CUCTEM U clyk0. CucTeMHBIHI
aIMUHHUCTPATOP TaKXKE MOXET MPEIJI0KUTh COBETbl M PEKOMEHJALMH IO
VIY4IICHUIO (YHKITMOHUPOBAHUS CHCTEM U CIIYKO, TEM CaMbIM MPOJIBUHYThH
OpraHU3alHIo0 BIEPE.

CereBoe U CHUCTEMHOE aIMUHUCTPUPOBAHUE TPEOYET IIMPOKHUX CIIEKTP
MO3HAHUI M HABBIKOB B 00JaCTH MH(POPMAIIMOHHBIX TEXHOJOTUH. B cBs3m ¢

OBICTPBIM pPa3BUTHEM JTOW 00JACTH, TPeOOBAHMSI K CHCTEMHBIM H CETEBHIM
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aAMUHUCTPATOPaM MOCTOSTHHO BO3PaCTAaroT.

Nmest pemaroniyro pojib B MOBCEIHEBHOM (DYHKIIMOHHPOBAHUH,
JOJKHOCTh CHUCTEMHBIM aJMUHUCTPATOpP HMEET CHPOC B OpraHU3AIMIX
Pa3IMYHBIX MacIITa00OB KOMMEPYECKOTO U TOCYIApPCTBEHHOT'O CEKTOpa.

2.2. Mpodeccun, Mo KOTOPHIM YYACTHHKH CMOTYT TPYAOYCTPOUTHCS MOCTE
OCBOECHHUS JAHHOW KOMIIETEHIIUM.

Crnenmpaiictel  JaHHOTO  MpoduUias  HEOOXOAUMBI  Ha  KaXIOM
npeanpustid. CHCTEMHBIE aJIMUHUCTPATOpPbl MOTYT paboTath Kak B
crenuau3upoBaHHbIX [T-kKOMMmaHusix, Tak W B KOMIIAHUSX, TJE€ €CTh
anmapaTHoe W TIporpammHoe oOecrnedeHue. CHHCOK OCHOBHBIX Mpodeccuii
cooTBeTCTBYeT mpodeccuonansHomMy crangapry 06.026 «CucremHbIi
aIMUHUCTPATOP WHOOPMAIMOHHO-KOMMYHUKAITMOHHBIX CHUCTEM». BIM3KuMu
ABJISIIOTCA  mpopeccuu Mo mpodecCuoHalibHOMY  ctaHaapty  06.027
«AJIMUHHUCTPUPOBAHHE CETEBBIX YCTPOUCTB uH(}OpMaAIMOHHO-
KOMMYHUKAIIMOHHOHN (MH(POKOMMYHHUKAIIMOHHOM) CHCTEMBI

2.3. Ccbuika Ha oOpa3oBaTe/ibHbIH W/HWIH TNpodeccHOHATbHbII
CTAHAAPT (KOHKPETHbIE CTAHAAPTHI).

dI'OC CIIO 09.02.06 CereBoe u CucreMHOe AIMUHUCTPUPOBAHHUE.

02.03.03 Marematnueckoe oOecriedeHUe U aJMUHUCTPUPOBAHUE
unpopmanmonnsix cucteM 09.03.01 Hudpopmartuka W BbIUHCIUTEIbHASA
texauka 09.03.02 MadpopMaiiioHHbIE CUCTEMBI U TEXHOJIOTUH.

2.3. TpeOboBaHus K KBATH(PUKAIMH.

[TK mo ®I'OC CTIO 09.02.06:

2.1. AIMHHUCTPUPOBAaTh JIOKAJIbHBIE BBIUUCIUTEIIBHBIE CETH U
MIPUHUMATh MEPHI MO YCTPAHEHUIO BO3MOXKHBIX COOEB.

Ymenust:

- AJIMUHUCTPUPOBATH JJOKAJIbHBIC BHIYUCIUTEILHBIE CETH.

- IlpuHuMaTh Mepbl MO YCTPAHEHUIO BO3MOXKHBIX COOEB.

- CosznmaBaTh UM KOH(PUTYpHUPOBATH YYETHBIEC 3alKMCH OTIEIbHBIX
MOJIH30BATENICH U MOJB30BATEIBLCKUX TPYII.

- OOecrieunBath 3alUTy TPU MOAKIIOYEHUU K HHPOPMAIMOHHO
TEJICKOMMYHUKAllMOHHOW  cetn  «MHTEepHET»  cpencrBamMu
OIIEPAMOHHON CHCTEMBI.

3HaHuUA:

- OCHOBHbBIE HAaINpaBJCHUS] AJMHUHUCTPUPOBAHUS KOMIBIOTEPHBIX
CETEeH.

- Tunsl cepBepoOB, TEXHOJOTUIO «KJITUEHT CEPBEP.

- Cnoco0Obl yCTaHOBKHU U YIPABJICHUS CEPBEPOM.

- YTuwiuThl, QYHKIMH, yIAJICHHOE YIIPABIICHUE CEPBEPOM.
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Texnonoruun 0e30MmacHOCTH, IPOTOKOJIBI aBTOpHU3aLIUH,
KOH(UIACHIIMAIBHOCT W 0Oe30macHocTh Ipu padore B Web.
[Topsimox ucmonbp30BaHUs KiaacTepoB. [lopsimok B3amMoaeHCTBUS
Pa3IMYHBIX OTEPAIIOHHBIX CUCTEM.

Knaccudpukanuto  mporpaMMHOTO  OOECIIEUEHHS  CETEBBIX
TEXHOJIOTHIA, ¥ 00J1aCTh €ro IPUMEHEHHUSI.

[lopssmok W  OCHOBBI  JIUIICH3UPOBAHHUS  MPOTPAMMHOTO
oOecrnieueHusa. OLEHKY CTOMMOCTH MTPOrPaMMHOTO 00ECIIEYEHHS B
3aBHCHMOCTH OT CIoco0a U MEeCTa €ro UCIOIb30BaHUSI.

2.2  AJMHMHHUCTPHpPOBATh CETEBBIE PECypChl B HHPOPMAIIMOHHBIX

cucremax.
YmMenust:

- YcranaBinuBaTh HH(POPMAIIMOHHYIO CUCTEMY.

- Co3gaBaTth M KOHGUTYPUPOBATh YYETHBIC 3alUCH OTICIBHBIX
MOJIb30BATEINIEN U MOJIB30BATEIbCKUX TPYMII.

- PeructpupoBaTh MNOAKIIOYEHUE K JOMEHY, BECTH OTYETHYIO
JOKYMEHTALUIO.

- YcraHaBnuBaTh U KOH(QUTYPUPOBATH AHTUBUPYCHOE MMPOTPAMMHOE
obecrieueHue, mporpamMMHOe  oOecredueHre 0a3  JaHHBIX,
IpOrpaMMHOE 00eCTieueHre MOHUTOPUHTA.

- (OOecnieyuBarh 3alIUTy MNPU MOAKIIOUECHHH K HHGOPMAIUOHHO
TEJICKOMMyHUKallMOHHON  cetn  «MHTepHeT»  cpencTtBamu
OTNIEPALIMOHHOMN CUCTEMBI.

3HaHUS:

OCHOBHBIC HAINpPaBJICHUS AJIMUHUCTPUPOBAHUS KOMITbIOTEPHBIX
cereil.

Turnel cepBepoB, TEXHOJIOTHIO «KIIUEHT CEPBEPY.

YTunutel, GyHKINUH, yIaJEHHOE YIIPABIECHUE CEPBEPOM.
TexHonoruun 0€30MacHOCTH, MPOTOKOJIBI aBTOPHU3ALINH,
KOH(PHUIACHIIMAIBHOCTh W Oe30macHocTh Ipu padore B Web.
[Topsnok mcnosb3oBanus KiactepoB. [Iopsamok B3anMoOAEHCTBUA

Pa3INYHbIX ONEpPallMOHHBIX CUCTEM. Knaccuduxkanuro
MIPOTPAMMHOTO 00€CIICUEHHUsI CETEBBIX TEXHOJIOTHI, i 00JIaCTh €T0
MIPUMEHECHUS.

[Topssmok ¥ OCHOBBI  JIMIICH3UPOBAHUS  MPOrPAMMHOIO
oOecreyeHusl.

OlLIeHKY CTOMMOCTH MPOTPAMMHOTO OOECIeueHUs B 3aBUCUMOCTH
OT croco0a U MecTa ero UCIoJIb30BaHUS.

3.1. VYcranaBnauBaTh, HacTpauBaTh, HKCILUIyaTHPOBATh U OOCITYKUBATh
TEXHUYECKUE U MPOrPaMMHO aIlllapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH.
YMenus:

TectupoBarhb kabenu W KOMMYHHUKAllMOHHBIE YCTpOICTBA.
OnuceIBaTh KOHUENLINUH CETEBOM O€30MaCHOCTH.

OnuceiBaTh  COBPEMEHHBIE  TEXHOJOTMM W ApPXUTEKTYpHI
oe3omacHocTd. ONUCHIBATh XapPAKTEPUCTUKA U AJIEMEHTHI
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KoH(urypamuu 3tanoB VolP 3BoHKa.
3HaHUA:

- ApXUTEKTYpYy U QYHKIIMU CUCTEM YIPABJICHUS CETAMHU, CTAHIAPThHI
CUCTEM YTIPABIICHHUS.

- 3ajauu ynpapJCHUS: aHAIN3 IPOU3BOJIUTEILHOCTH U HAJIEKHOCTH,
yhnpaBiieHHe 0€30MacHOCThIO, YYeT Tpauka, YIpaBJICHHUE
KOH(UTyparueu.

- IlpaBuna oSKCrUlyarauum  TEXHUYECKHX  CPEICTB  CETEBOM
UHPPACTPYKTYPHI.

- Meroabl yCTpaHEHHs] HEUCIIPABHOCTEN B TEXHUYECKUX CPEJICTBAX,
CXEMBbI TOCJIEaBAPUMHOIO BOCCTAHOBIIEHHSI PabOTOCIOCOOHOCTH
CETH, TEXHUYECKYI0 U TMPOEKTHYIO JIOKYMEHTAlHUI0, CIOCOOBI
PE3EpPBHOI0 KOMMMPOBAHUS JAHHBIX, IPUHIUIIBI pa0OThl XPaHUIIUII]
JTAaHHBIX.

- OcHOBHbIE NOHATHSI THPOPMALIMOHHBIX CUCTEM, )KU3HEHHBIN LUK,
npoOsieMbl  OOecrieueHus:  TEXHOJOIMYEeCKOW  0e30MacHOCTH
UHPOPMAIIMOHHBIX  CHUCTEM, TpeOOBaHMS K  apPXUTEKTYype
MH(POPMAIIMOHHBIX CUCTEM M MX KOMIIOHEHTaM JJisi 00ecreueHUs
0e30MmacHOCTH  (PYHKLIMOHUPOBAHUS, OINEpPaTUBHBIE  METOJIbI
HOBBIIIEHUsST O€30MaCHOCTH (PYHKIIMOHUPOBAHUS MPOTrPaMMHBIX
CpeACTB U 0a3 IaHHbIX.

- CpencTBa MOHUTOPUHTA U aHAJIM3A JIOKAJIbHBIX CETEH.

- OcHoBHbIE TpeOOBaHUA K CPEJICTBAM M BUJIAM TECTUPOBAHUS IS
onpeaeneHus] TEXHOJIOTH4ecKoil 0e30MmacHOCTH MH(POPMALIMOHHBIX
CUCTEM.

- IIpuHuumnel paboTsl c€TH aHANOrOBOU TenehOHUN.

- HazHaueHue rosocoBoro 1ui03a, €ro KOMIOHEHTHI U (yHKLIUH.

- OCHOBHBIE TPUHIMIBI TEXHOJOTUU obecreueHuss QoS s
roJIOCOBOTO TpaduKa.

3.2. IlpoBoauth mnpodrirakTuuyeckue padoThl Ha OOBEKTaX CETEBOM
UHGPACTPYKTYPHI U paOOYUX CTAHIIMSIX.
YMenus:

- HaGmonmate 3a TpadukoMm, BBIMOTHATH OINEpAIlUU PE3EPBHOTO
KOMMPOBAHUS U BOCCTAHOBIICHUS TAHHBIX.

- YcraHaBiuBarTh, TECTUPOBATh u AKCIUTYaTUPOBATH
UH(pOPMAaIIMOHHbIE CUCTEMBI, COTJIACHO TEXHUYECKOU
JOKYMEHTAIMH, 00eCrieYrBaTh aHTUBUPYCHYIO 3allIUTY.

- BbINOAHATE MOHUTOPUHT M aHAIU3 PabOTHI JOKAIBHOW CETU C
MOMOILBIO MPOTPAMMHO-aNNapATHBIX CPEJCTB.

- OcymecTBIsTh AUArHOCTUKY M TOUCK HEUCIPAaBHOCTEM BCEX
KOMITOHEHTOB CETH.

- BpIosHATE AENCTBUS IO YCTPAHEHUIO HEUCTIPABHOCTEN.

3HaHuA:
- 3ajauyu ynpaBJICHUs: aHAIU3 IPOU3BOIUTEIBLHOCTH U HAJIEKHOCTH,

yOopaBieHre 0€30mMacHOCThIO, Yy4yeT TpaduKa, YIpaBICHUE
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KOH(UTYpaIHeH.

- Kiaccudukanuio peraaMmeHToB, TOPAIOK TEXHUYECKUX OCMOTPOB,
IPOBEPOK U MPOPHIAKTHUECKUX PAOOT.

- Pacmiupenue CTpyKTypbl KOMIIBIOTEPHBIX CETEH, METOAbl U
CpelicTBa IMarHOCTUKU HEUCIPABHOCTEW TEXHUYECKHUX CPEACTB U
CETEBOU CTPYKTYPHI.

- Meroabl yCTpaHEHHs] HEUCIIPABHOCTEHN B TEXHUYECKUX CPEJICTBAX,
CXEMbl TOCJIEaBAPUMHOIO BOCCTAHOBJIEHHSI PabOTOCIOCOOHOCTH
CETH, TEXHUYECKYI0 U IPOEKTHYIO JIOKYMEHTAlHI0, CIOCOOBI
PE3EpPBHOTO KOMUPOBAHUS TAHHBIX, MPUHITUIIBI PAO0OTHI XPaHUIIHIIL]
JTaHHBIX

- OcHoOBHBIE TOHATHS HHPOPMAIIMOHHBIX CUCTEM, )KU3HEHHBIN ITUKJI,
npoOjemMbl  00ecleyeHus:  TEXHOJOTMYECKOM  0e30MacHOCTH
UHPOPMAIIMOHHBIX ~ CHUCTEM, TpeOOBaHMS K  apPXUTEKTYype
MH(POPMAIIMOHHBIX CUCTEM M MX KOMIIOHEHTaM JJisi 00ecreueHUs
0€30MacHOCTH  (PYHKIIMOHUPOBAHUS, ONEpPAaTUBHBIE  METOMAbI
HOBBIIIEHUsST O€30MaCHOCTH (PYHKIIMOHUPOBAHUS TMPOTrPaMMHBIX
CpeACTB 1 0a3 TaHHBIX.

- CpexnctBa MOHUTOPHHIA U aHAJIM3a JIOKAJIBHBIX CETEH.

- OcHoBHbIE TpeOOBaHUS K CPEACTBAM U BUJAM TECTUPOBAHMS IS
ONpeeIeHUS] TEXHOJIOTMYECKON 0€3011acHOCTH HH(POPMALIMOHHBIX
CUCTEM.

- IIpuHuumnel paboTsl ceTH aHANOrOBOU TenedOHUU.

- Ha3znauenue ronocoBoro 1nuit03a, €ero KOMIOHEHTHI U (DYHKIIUH.

- OCHOBHbBIE TPUHIMIBI TEXHOJOTUU obecreueHuss QoS s
roJIOCOBOTo Tpaduka.

[1K 3.3. YcranaBnuBaTh, HACTpauBaTh, SKCIUTYaTUPOBATH U OOCTY>KHUBATh
CeTeBbIE KOH(UTYpaIIUH.
YMenus:

- OnuceiBaTh KOHUEMIMHU CETEBOM 0€30M1aCHOCTH.

- OnuceiBaTh  COBPEMEHHbIE  TEXHOJIOTMM UM  apXUTEKTYphI
Oe3omacHocTH. ONUCHIBaTh XapaKTEPUCTUKU U AJIEMEHTHI
KoH(purypamuu sranoB VolP 3BoHKa.

3HaHUS:

- 3ajauu ynpapJICHUs: aHAIU3 MPOU3BOJIUTEILHOCTH U HAJIEKHOCTH,
yhnpaBiieHHe O0€30MacCHOCThIO, YYeT Tpauka, yIpaBJICHHE
KOH(UTypaluen.

- IlpaBuna »dKCIUlyaTauMd  TEXHUYECKUX  CPEIACTB  CETEBOM
UHQPACTPYKTYPBHL.

- OcHoBHbIE OHATHSI THPOPMAIIMOHHBIX CUCTEM, )KU3HEHHBIN [IUKJ,
npoOjemMbl  oOecreueHruss  TEXHOJIOTHYECKOM  Oe30MacHOCTH
WHOOPMAITMOHHBIX ~ CHUCTEM, TpPEOOBaHUS K  ApPXUTEKType
MH(OPMALIMOHHBIX CUCTEM U MX KOMIIOHEHTaM Ui 00ecTeueHUs
0e30macHOCTH  (DYHKIIMOHUPOBAHUS, OINEpPaTUBHbIE  METOJIbI

MOBBILICHUST 0€30MacCHOCTH (YHKIIMOHUPOBAHUS TPOTPAMMHBIX
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CpencTB u 0a3 TaHHBIX.

- CpencTBa MOHUTOPUHTA U aHAJIM3a JIOKAJIbHBIX CETEH.

- OcHoBHbIE TpeOOBaHUA K CPEJICTBAM U BHJIAM TECTUPOBAHUS IS
oTnpeeeHs] TEXHOJIOTHYeCKO 0e30MmacHOCTH NHGOPMAIIMOHHBIX
CUCTEM.

- I[Ipunnumnel paboTsl CETH TPATULIMOHHON TenehOHUN.

- Ha3nauenwue rosocoBoro 1nuio3a, ero KOMIOHEHTHI U (DYHKIIMH.

- OCHOBHBIE TIPUHITUIIBI TEXHOJOTUU obOecnedeHuss QoS s
roJIOCOBOTO TpaduKa.

I[IK 3.4. VYwyactBoBaTh B pa3pabOTKE CXEMbl MOCIE€aBaAPUITHOTO
BOCCTAQHOBJIEHUSI pa0OTOCIIOCOOHOCTH KOMITBIOTEPHOM CETH, BBINOJIHATH
BOCCTAHOBJICHHE U PE3EPBHOE KOMUPOBAHNE HHPOPMAITHH.

YMeHus:

- HaOmonate 3a TpaukoM, BBIIOJIHATH OINEpPALUM PE3EPBHOTO
KOIIMPOBAHUS U BOCCTAHOBJICHUS JAHHBIX.

- YcTaHaBIUBATh, TECTUPOBATh U AKCILUTYyaTUPOBAThH
MH(POPMAIIMOHHBIE CUCTEMBI, COIJIaCHO TEXHUYECKOM
JOKYMEHTAIH, 00ecrieYBaTh AHTUBUPYCHYIO 3alIUTY.

- BbIIONHATE 1eHCTBUSA MO YCTPAHEHUIO HEUCIIPABHOCTEH.

3HaHUA:

- 3amauu ynpaBieHHs: aHATU3 IPOU3BOIUTEIBHOCTH U HAJICKHOCTH,
yOpaBjieHHe 0e30MacHOCThIO, Yy4yeT TpaduKa, YIpaBJICHUE
KOH(pUrypammei.

- Knaccudukanuio pernaMmeHTOB, MOPSI0K TEXHUYECKUX OCMOTPOB,
MIPOBEPOK U MPOPHUIaKTHIECKUX PaboT.

- Pacmmpenue CTpyKTypbl, METOABI U CpPEICTBA AHATHOCTUKH
HEHUCIPABHOCTEN TEXHUYECKUX CPEACTB U CETEBOU CTPYKTYPHI.

- MeToap! ycTpaHeHUs! HEUCIPABHOCTEHN B TEXHUYECKUX CPEACTBAX,
CXEeMbl TIOCJICAaBAPUMHOTO BOCCTAHOBJICHUSI PabOTOCTIOCOOHOCTH
CeTH, TEXHUYECKYI0 M TMPOEKTHYIO JIOKYMEHTALUIO, CIIOCOOBI
PE3epPBHOTO KOMUPOBAHMS JTAHHBIX, MPUHIUIIBI PAO0OTHI XPaHUIIHIL
JaHHBIX.

- OcHoOBHbIE MOHATHSI THPOPMAIIMOHHBIX CUCTEM, )KU3HEHHBIN [IUKJ,
npoOiemMbl  OOecreyeHus:  TEXHOJIOTMYECKOM  0e30macHOCTH
UH(OPMAIIMOHHBIX  CUCTEM, TpeOOBaHMS K  apXUTEKType
MHPOPMAITMOHHBIX CUCTEM M MX KOMIIOHEHTaM il 00ecredeHHs
O0e3zonacHOCTH  (YHKUMOHUPOBAHUS, OMNEPATUBHBIE  METOJIbI
TOBBITIICHUST 0€30MacHOCTH (PYHKIIMOHUPOBAHUS TMPOTPAMMHBIX
CpeACTB 1 0a3 TaHHBIX.

- OcHoBHbIE TpeOOBaHUS K CPEACTBAM M BUJAM TECTUPOBAHMS IS
OTIpeIeICHHS TEXHOJIOTUIECKOM 0e30MmacHOCTH NH(HOPMAIIMOHHBIX
CUCTEM.

[TIK o ®I'OC bakanaspuat 02.03.03

2. Vlcnionb3oBaHME OCHOBHBIX MOJeNIel HH()OPMAIIMOHHBIX TEXHOJIOTHI U

CIIOCO0OB HX MNPUMCHCHUS U pCHICHWA 3a/1a4 B ITPCIMCTHBIX 001acTax
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4. Beibop

aApXUTEKTYypbl U

KOMIIJICKCUPOBAHUS

COBPEMEHHBIX

KOMIIBIOTCPOB, CUCTCEM, KOMIIJICKCOB U CETeM CUCTEMHOTO AIMUHUCTPUPOBAHUA
5. Hcnonp3oBaHue COBPCMCHHBIX CHCTCMHBIX IIPOTPAaMMHBIX CPCIACTB:
OIICPpAIIMOHHBIX CHCTCM, OIICPAIMOHHBIX M CCTCBBLIX O60J'IOLIGK, CCPBUCHBIX

IPOrpaMm.

3.KonkypcHoe 3a1anmue.
3.1. KpaTtkoe onucanue 3aiaHust

B Bam nepBbiii pabounii 1eHb HEOOXOAMMO IMPOBECTU MOIKIIOUYCHHE
HOBOTO O(Hca, OTKPHITHE KOTOPOTO Ha3HAUEHO Ha HAYajo CJIEAYyIOIen HeIelH,
K Hallleld KOprmopaTuBHOM ceTu. llocie 3Toro HanaguTh CBSI3b C OCTAIIBHBIMU
opucamu komnanuu. B Bamem pacnopsikeHuu B JaHHBIA MOMEHT UMEETCS 2
kommyTaTopa Cisco 2960, 2 mapmpytuzaropa Cisco 4321 u oguH cepsep C

BUPTYalU3aIlei.

Ceiiuac KaXIbli yac Ha CUETy, a MOTOMY Hallle PyKOBOJICTBO TpeOyeT,
9YTOOBI BCE 33]]a4¥ ObUTH BBITIOJIHEHBI CETOJIHS B TCYCHUU 6 4acOB.

3.2. CTpyKTypa B oApPOOHOE ONMUCAHNE KOHKYPCHOTO 3aIaHUS.

HaumeHoBanue MoayJist

Bpems npoBeaeHust

IHosy4yeHHBIH pe3yabTaT

MOy sl

Monayns 1: 2 gaca Y4YacTHUKH TOJDKHEI

Kondurypanus cereBoro yOeIUThCS B TOM, YTO BCE

TEICKOMMYHHUKAIIHOHHOTO HACTPOWKH Ha BCEX

o6opymoBaHUs YCTPOMCTBAX IOCIIE
nepe3arpy3Ku BCero
000pynoBaHus
GYHKIIMOHUPYIOT

Moayns 2: 2 gaca Y4YacTHUKH TOJDKHEI

Kondurypamnus cepucon o0ecreunTh HAJTUIue U

u ciryx0 Ha 0aze OC (yHKIIMOHUPOBAHHE B

Microsoft Windows COOTBETCTBUHM C 3aJJaHUEM

Server 2019 ciyx0 u poseii Ha
YKa3aHHBIX BUPTYaJIbHBIX
MaIIHax

Monayns 3: 2 yaca YYacTHUKH JTOJDKHEI

Koudurypanuus cepucos
u ci1yk0 Ha Oaze
aucTpuOyTHBOB Linux -
Debian 10 u CentOS 8

o0ecrneyuTh HAJTMYue 1
(GyHKIIMOHUPOBAHHKE B
COOTBETCTBHH C 3aJaHUEM
ciyx0 u poseii Ha
yKa3aHHBIX BUPTYaJIbHBIX
MaIInHaX
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3.3. ITocaienoBaTe ILHOCTL BBINOJTHEHUS 3a1aHNUA.

[To3BonbTE IIpEACTaBUTHCSA, MOM HOBBIM Kojulera: f HavanbHUk WT-
nenapramenTa ycrnemHoi ¢unancoBor kopnopauuu «[HUC u Ko dunancy,
KyJa BBl TOJBKO YTO YCTPOWJIMCh Ha JOJDKHOCTh TIJIABHOTO CHCTEMHOTO
agMuUHUCTpartopa. bmaromaps coONoleHHIO TpPaBWII  PETYISTOPOB U
COOCTBEHHBIM CTPOTHMM BHYTPEHHHM IpaBWiaM, B KpHU3HCHOE BpeMs Halla
KOMITAaHHSI COXPAaHAET CTAOMJIBHOCTh, O YEM CBHJIETEIBCTBYET Balla HeMaJias
3aprutata. K coskaneHuto, Baml kojuiera, coznaBasmuii UT-undpactpykrypy,
HaXOAMUTCS B JUIMTEIBHOM KOMaHJIMPOBKE M €Ille HE yCIeNl BBECTU Bac B Kypc
Bcex nen. OnHako Onarojapsi Bamleil BHICOKOW KBalM(UKAIUMU BaM JIOJKHO
XBaTUTh U T€X OOPBIBKOB HH(POPMALIUU, YTO OH YCIIE NEePEIaTh.

B Bam nepsbiii pabounii AeHbh HEOOXOAMMO TPOBECTH MOJAKIIOUYCHHE
HOBOTO O(Hca, OTKPBITHE KOTOPOTO Ha3HAUEHO Ha HAyajo CIEAYIOIIEH He1emH,
K Hallleyd KOpIopaTuBHOM ceTu. llocie 3Toro HanaauTh CBSA3b C OCTAIBHBIMU
o¢ucamu komranuu. B Bamem pacniopsikeHUM B JaHHBIA MOMEHT UMEETCS:

- 2 xommytartopa Cisco Catalyst 2960 Plus;
- 2 mapmpytuzatopa Cisco 4321;
- OJMH CEpBEP MOJ HYKJbl BUPTyaIU3aLUH.

OcranbHOe 000pyA0BaHKE 0OEIIaHO MOCTABUTH B OJIMKAUIIINE JTHU.

Celiuac KaXIbli yac Ha CUETy, a IOTOMY Hallle pyKOBOJCTBO TpeOyeT,
YTOOBI BCE 3aJ]a4M ObUTH BBIITOJHEHBI CETOJIHS B TEYEHUU 6 YacoB.

Monayas 1 Kondurypauusi cereBoro reJieKOMMYHHUKAIIMOHHOT O
o0opynoBaHus

[Ipexne, ueM IpPUCTYNUTh K paboTe BayKHO:

- 03HAKOMHTLCS CO cXeMoi nmoakmodeHus Cxema 1;

-  BHUAMATEJIBHO u HEJIMKOM npouuTath 3a1aHue;

- He 00s3aTeNIbHO BBITIOIHATH IMMYHKTHI 3aaHUS 110 OYEpPEIn, a TaKKe
3aJjaHUE LIeJIMKOM, BaM MOXKET He XBaTUTh Ha 3TO BpeMeHu. Mlcxo/s U3 3Toro
MoyMaiiTe, Kak ONTUMHU3UPOBAThH CBOIO Pa0OTYy.

"' BHUMAHHUE!!!

Ilo oxonyanumu padorsl Bam Heo0X0AMMO IIPeIOCTABUTH HA
MPOBEPKY ceTeBoe 000Py10BAHHE B BHIKJIIOYEHHOM COCTOSIHHMH.

B 11000M ciydae Bce mpegocraBieHHoe Bamu o0opynoBanue Oyaer
Nepe3arpyKeHo IKCHEePpTaMHu epe] HA4YaJI0M IPOBEPKH.

B ciyyae HeBO3MOKHOCTH BX0/Aa B CHCTEMY, BBINIOJIHEHHE PAdOTHI
JKCHEPTAMH IO JAHHON YaCTH KOHKYPCHOIO 32IaHUSl HE OLICHUBAETCH.

IIpu BBINOJHEHMH 331aHUS] YYTHTE BO3MOKHbI¢ BHEIUITATHBIE
KPaTKOBpPeMEeHHbIe WIH JUIUTEeIbHbIe OTKJIYEeHHUs 3JIEKTPOIHEPIrUH.
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1. TlpomsBemuTe MOAKIIOUYECHHS CETEBOTO 000pyAoBaHus corinacHo Cxeme 1;

no

2 W o® o0 T oW

10.

JIns HaCTPOMKU yCTPOMCTB MCIOJIB3YHTE CICAYIOIIME mapamMeTpsl cetert (rae N —
HOMED YYACTHHKA):
Cetb Head odpuca LAN1: 192.168.N.128/26;
Cetbs Oduca Branchl LAN2: 192.168.N.0/27;
Cetb O¢uca Branch2 Lan3: 192.168.N.216/29;
Certs ISP: 10.0.N.248/30;
Certsp ympasienust MNG: 176.18.N.32/28;
Hacrpoiite cereBsie anantepsl [IK SERVER cornacao Cxewme 1;
N3BecTHO, yTO MapuipyTtuzaTop R1 nepeexan u3 craporo oprca KOMIAHUU U €T0
[Pagpec 10.0.5.254, a morun/mapois KOHCOJIBHOTO MOJIKIIOUeHHs cisco. CoriiacHo
MpaBUJIaM ONPEACIICHUSI UMEH YCTPOICTB B KOMIITAHUH, HA30BUTE MAapUIPyTU3ATOP
CO-Router. 5. YcranoBute maponu ¢ ¢dyHKUHEH TpeOoBaHUs UX BBoAa (IpH
HEOOXOIUMOCTH):
Ha IPUBWJIETUPOBAHHBIN pexkuM adminin;
Ha nepBbie 3 (Tpu) TepmuHanbHble THHUK: SICICO;
Ha KOHCOJIbHOE NOJKIII0YeHHe: letmeincon;

He 3a0yapTe BKIIOUMTH MM pPOBAaHUE NApOJIeil HA YCTPOUCTBAX C MOMOILBIO

CHEeUaIbHOTO CEPBHCA;
Poyrep R2 Obln KymjieH crnenualibHO ISl MOAKIIIOYEHUs: HoBoro oduca. Ero
KOH(UTrypainusi He TPOHyTa U HaXOAMUTCS B COCTOSIHMM MO yMoadanuto. HazoBute
mapupytuzatop ABC-Router. YcTaHoBuTe Takue ke mapoJid I0CTyla, Kak v Ha
poytepe CO-Router;
N3BectHO, uTo kommyTaTopbl SW1 u SW2 Takxke nepeexanu u3 craporo oduca
KOMITaHUU, HO uX KoH(purypamuu copomensl. Hazosute ux CO-SW1 u CO-SW2

COOTBETCTBEHHO. Y CTAHOBUTE TAKHE KE NMApOJI JOCTyIa, KaK U Ha POYTEPE;
st nenTpanuzoBaHHOro KoHpurypupoBanuss VLAN B KoMMyTHpyeMo#l ceTu

NpEAnpUsATUS UCTONb3yhHTe mpoTokodl VTP Bepcum 3; B KauecTBE OCHOBHOTO
cepBepa VTP nactpoiite CO-SW1; B xauectBe nomena ucnons3yite VTPFin.ru;
ucrnonp3yiire maponb VTPPass s 3ammuret VIP. Tabnauma VLAN gomxaa
CoJIepKaTh CIEIYIOIINE CETH:

ceth JJokanbHOM cetn LAN1 — VLAN 11, ¢ umenem LANI;

cetb ynpasienuss MNG — VLAN 77, c umenem MANAGEMENT;

ceTh HerncnoJib3yembix mopToB — VLAN 99, ¢ umenem DEPO;

Hacrpoiite [P-agpeca kommytatopoB CO-SW1 u CO-SW2 cooTBeTcTBEeHHO Cxeme
1. Ucnonbsyiite VLAN 77 B KauecTBe CETH yNPaBIICHUS CETEBBIM 000PYI0BAHHUEM;
B KauecTBe HeTarupyemoil VLAN ucnosbs3yiite VLAN 11. Bee Hencnonb3yemblie
uHtepdeiicel oTkmrounTe U nepeseautre B VLAN 99;

Bxrounte mpotokon Oe3omacHOCTH port security Ha uHTepdetrice fa0/11;

Ha3HaubTe NopT komMmyTtaropa B VLAN 11; makcumanpHoe koinuectBo MAC
Crpanuna 10 u3 6



11.

12.

13.

14.

15.

16.

17.

18.

19.

aipecoB Ha MOPTy IOJHKHO ObITh paBHO 60; MAC anpeca JOKHBI OCTaBaThCS B
HACTPOWKaX MOCIIe Nepe3arpy3ku; crocod oTpaboTKU HapyLIeHUsS 0€30MacCHOCTH —
OmoKupoOBKa 0€3 yBEIOMIICHHS,

Ha xommyTatopax M poyTepax Ha BCEX BHUPTYaIbHBIX JUHHSIX HCIOJIb3YeTCs
nporokon SSHv2 c¢ 1024 RSA xmowom, agoctyn mno telnet oTkimroueH st
NpeJOTBPAIICHUST YTEUYKH WH(pOpMAIuK, JJs aBTOPU3AIMH  HCIIOJIB3YeTCS
JoKanbHas 0asza JaHHBIX MoJib3oBaTelnei. [lomp3oBaTens A aBTOpU3AIUK Yepes
SSH na yctpoiictsa cisco / SanFranCisco. OH nopkeH 0071a7aTh MaKCHMATbHBIMA
NPUBUJICTUSIME, BCE KOMMYTATOPBI M MapIIPyTH3aTOPhI JOJDKHEI

OBITH B ToMeHe fincorp.ru;
Mexy KoMMyTaTopaMd HEOOXOIUMO OOECIeUUTh OTKa30yCTOMYMBOCTh C

NOMOUIbIO  MPOIMpPHETApHOrO MpoToKona kKommaHuu Cisco, OpraHu3oBaTh
arperaiio mMexay nopramu f0/7-8 Ha kommyrtaTtopax SWI-SW2 ¢ HOMepom
arperupoBaHHoro uHrepgerica 3;

Hacrpoiite untepdeiicsl mapuipytuzaropoB coriacHo Cxeme 1. Ha unTepdeiice
GO0/1 poyrepa CO-Router peanusyercs TexHojoruss RoS (poyrep-Ha-manoyke).
Ucnons3yitte mnoneiaTepdeiicet g0/1.11 u g0/1.77 nna cerer Lanl u MNG
COOTBETCTBEHHO;

Hcnonb3yst cnucku koHTpois gocryna (ACL) obecneubTe, 4TOOBI yAaIEeHHOE
NOJKIIOYEHUE K MAapUIpyTU3aTopy OBUIO BO3MOXKHO TOJBKO C KOMIIBIOTEpA
y4acTHHUKa, HO IIPU 3TOM HUKAK HE OTPaHUYMBAIIO TpapuK Yepe3 MaplIpyTU3aTop;
Hacrtpoiite aunamnueckyro Mapuipytuzanuio Ha CO-Router 1 ABC-Router ¢
ucrnosnbzoBanueM mnpoTtokosna OSPFv2 cormacHo Cxeme 1, oObsBHTE CETH C
ucronb3zoBanneM mdS kmoua cisco321  gns  nmepemaun  OSPF-nakeTos.
MapipyTu3aTopsl JOJKEHBI OTyYaTh HHPOPMAIMIO O BCEX CETAX;

Ha o0oux mapuipytuzaropax oTkiouuTe npotokon CDP Tonbko Ha moprax B
ctopony cetu ISP;

Ha Bcex cereBbIX yCTpoOMCTBax JOJKHBI ObITh HACTPOEHBI: BBIBOJ KOHCOJBHBIX
COOOIICHHUI B CHHXPOHHOM pEKHUMeE, YTOOBI BBIBOJUMBIE COOOIIIEHUS HE pa3pbIBaIu
BBOJ KOMaHJ B KoHcoiu; OanHep «CooOmenue nHs» (message-0f-the-day)
cienyromero conepxkanus: «Authorized access only!»;

B ceteBoii nuH(ppacTpykType cepBepoM CHHXpOHU3aUuu BpemeHu sipisiercss CO-
Router. Bce ocTaibHbIE CETEBBIE YCTPOMCTBA JOJKHBI HCIOJIB30BATH €r0 B
KauecTBe cepBepa BpeMeHu. HacTpolite BpeMeHHYyI0 30HY ¢ Ha3BaHuem MSK,
ykaxute pazHuny ¢ UTC +5 ygacos. Ucnone3yiite ctpatym 2. Mcnonb3yiite mis
CUHXPOHU3AINN KIUEHTOB ayTeHTuuKauo MDS5 ¢ kirogom timestamp ;

Ha CO-Router HacTpoiiTe MpOoTOKOJ TUHAMUYECKOW KOH(UTYpalud XOCTOB IS
CeTH

LAN2. YcrpoiicTBa JOJDKHBI MOJIy4aTh KOPPEKTHBIE ip/netmask u gateway.
Komnbrorep
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BRANCH1-CENTOS nomxken momy4ats aapec 192.168.N.13;
20. 1711 TECTOBOTO 3aITycKa MpoTokoja [Pv6 HeoOXxo1uMo HaCTPOUTh CIIEAYIOIIee
- BKJTFOUUTH MOAIEPKKY [PV6 MapmipyTH3aiuy Ha JBYX MapIIpyTH3aTOpax 1Mo
nporokoiry OSPFv3
- Hactpoutb [Pv6 ampeca nHa LoopBack 0 waTepdeiice CO-Router
2001:765:916:C0::1/64

- Hactpoutb IPv6 aapeca ma LoopBack 0 unrepdeiice ABC-Router
2001:765:916:ABC:1/64 21.

- C IIK Server pomkeH o0ecneunmBaTbCs JOCTYI KO BCEM CETEBBIM
YCTPOUCTBAM.

Moayas 2. Konpurypanusi cepBucoB u ciay:x0 Ha 6aze OC Microsoft
Windows Server 2019

[Ipex e, 4eM NpUCTYUTh K paboTe BaXKHO:
- 03HAKOMHUTBCA CO cXeMoH moakiatoueHus Cxema 1;
-  BHUMATEJIBHO u HEJIMKOM npouuTaTh 3aJjaHUE;
- He 00s3aTeIbHO BHITIOJHATH MTYHKTHI 3aJaHUS 110 0YEPE/IU, a TaKKe
3a/IaHue 1eTUKoM, BaM MOXeT He XBaTUTh Ha 3TO BpeMeHu. Mlcxoas u3 3Toro
noAaymMaiTe, Kak ONTUMU3UPOBATH CBOIO paloOTYy.

"' BHUMAHHUE!!!

Ilo oxonyanuu padorsl BamM Heo0X0AMMO IIPEIOCTABUTH HA
NPOBEPKY ceTeBoe 000PyI0BaHME B BHIKJIIOYEHHOM COCTOSIHUM.

B n11000M cirydae Bce mpegocraBiaeHHoe Bamu o0opynoBanue 0yaer
nepe3arpyKeHo IKCNepTaMHu nmepel Ha4YaJ0oM NMPOBEPKH.

B ciayyae HeBO3MOKHOCTH BX0Aa B CHCTEMY, BBINIOJIHEHHE PadOTHI
JKCIEPTAMH 10 JAHHON YaCTH KOHKYPCHOIO 32IaHUSI He OLICHUBAETCH.

IIpu BBINOJHEHMH 33aHUS] YYTHTE BO3MOKHbI¢ BHEIITATHBIE
KPaTKOBpPEeMEHHbIE WIH JUIUTEIbHbIC OTKJIYEHUs 3JIEKTPOIHEPIrUH.

1. Hacrtpoiite mapamerper BIOS xomneiorepa pnst paborer ¢ I1O
BUPTYyaJIN3aINH;

YcranoBka u HacTpoiika OC cemeiictBa Windows

2. VYcranosure [10 Vmware Workstation;

3. Coznaitite BM co cnen. napamerpamu: umsi BM — HEAD-DC; BuptyanbHbliii
JWCK B BUJie ogHOTO (haitma oobemom 40 10; o6bem OII 4 16; 4 sapa npoueccopa;
BUpTyaibHbIN Intel

4. VT-x/EPT nmu AMD-V/RVI; Tun mnoakmroyeHHs] CETEBOTO ajamnrepa —
VMnet( (aBTOMOCT);
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5. VcranoBure OC Windows Server 2019;
Administrator: Ab'@dmin ;
6. 3anmaiite ums cepBepy - HEAD-DC; nacTtpoiiTe cereBble MapaMeTphbl

CorJjiaCHO CXGMe;

napojib  Y4eTHOW 3alucu

7. Cnenaiite cepBep KOHTpoJiepoM qoMeHa - AbiMoscow.com.

8. COBHaﬁTC OpraHu3allMOHHBIC CAWHUIIBI, T'PYIIIILI K MOJIL30BaTeNICH B JOMCHC
AbiMoscow.com coriacHO TaOuIIE:
Vu. Mapoab Hoapaznesienue (0% (0] Ynen rpynn
3anuch
admin A!000000 HEAD/Admins Bova A .
N . JMUAHHACTPATOPBI;
(cpok nmeiicTBHs Korolevich A CTDATODLL
TapoJIst He OTPaHUICH) HMHHITI patop
JIOMCHa;
AMUHHCTPATOPHI
IpEANPUATHS
Userl HEAD/Sales llya ITonp30BaTen TOMEHa;
All11111 Murovec HEAD_Sales
(3ampeTuTh CMEHY
naposs
M0JIb30BATENIEM; CPOK
JIEUCTBHUS MApOJI HE
OTpaHHYEH)
User2 HEAD/Managers Dobryniya IMonp30BaTen TOMEHA;
Al222222 Nikitich HEAD_Managers
(3ampeTuTh CMEHY
naposs
0JIb30BATENIEM; CPOK
JICUCTBHUS MapOJIs HE
OTpaHHYEH)
User3 BRANCH1/BO_IT Alesha IMonp30BaTeny 1OMEHA;
Al333333 Popovich BOLIT
(3ampeTuTh CMEHY
napoJsis
H0JIB30BATENIEM; CPOK
JICHCTBUS Maposis He
OrpaHuyeH)
User4 BRANCH1/BO_Sa | Mikula IMTons30BaTeNn TOMEHA;
Al444444 les Selyaninovic | BO1_Sales
(3ampeTuTh CMEHy h
napoJsis
H0JIB30BATENIEM; CPOK
JICHCTBUS MapoIs He
OTpaHUICH)
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9. Ycranosute u HacTpoiTe ciayxk0b1 DNS u DHCP mis cetu LANI1. Ciryx0a
DHCP pomknHa umeth myn u3 7 (cemMu) ajapecoB, HauMHasg ¢ 16-ro JOCTYIHOTO
anpeca u3 cetu LANI, uckmouas 4 u 5 aapec; 3-uit agpec nuanazona DHCP
JOJDKeH OBITh 3ape3epBupoBaH g MammHsl HEAD-RDS. B onmusx momkHO
nepeaaBathest ToNbKO U103 U DNS cepep

10.  Hacrpoiite 30Hy npsiMmoro u ooparnoro npocmorpa DNS, a Taxxe no0aBbTe
HeoOxoaumble 3amucu (A) s cepBepoB. CKOHGUTYpUPYHTE TEPECBUIKY Ha
anpeca: 1.1.1.1 n 8.8.8.8;

11.  Cozmaiite BM co cnen. mapamerpamu: ums BM — HEAD-RDS;
BUPTYaJIbHBIN JUCK B BUJIe oHOTO (paitina oobemom 40 16; oovem OII 4 r6; 4 sapa
npoleccopa; BUpPTyaibHbIi Intel

VT-x/EPT niiu AMD-V/RVI; Tun noakiiroueHus CETeBOro ajanrepa — CETeBOM

MOCT;
12. VcranoBure OC Windows Server 2019 mnaposb yd4eTHON 3amucu

Administrator: Ab!@dmin ;
13.  3amaiite wumsi  cepepy - HEAD-RDS; OC pomxHa moJy4arth
3ape3epBUPOBAHHBIN

IP-anpec or MAIN-DC cornacuo Cxeme 1;
14.  Baeawute cepBep B qjomeH AbiMoscow.ru. B cTpykType IoMeHa repeMecTuTe

ero B noapasaenenue HEAD;

15.  Ha cepBepe HEAD-RDS ckondurypupyiire:

- TEPMUHAIBHBINA CEPBEP C JIUIICH3UPOBAHUEM T10 KOMITbIOTEpPaM (MCIIOJIb3YNUTE
BPEMEHHYIO JIMIIEH3UIO);

- BeO goctyn RemoteApp k cinyk0aM TepMUHAIOB CepBEpPa;

- nyOnukanuio nporpammbl « WordPad» Ha BeO-opranie RemoteApp st Bcex
cotpynHukoB otaena BO IT.

16.  OOGecmeubTe OTKa30ycTOWUMBOE XpaHmmile Ha cepsepe HEAD-DC co3nas
3epKaJbHBIN peii, 1006aBuB nBa qucka no 2GB. Haznauste emy OykBy D:

17.  Ha cepBepe HEAD-DC co3paiiTe ceTeBbie Mamku, HACTPOUTE (PHIIBTPHI
OmoxkupoBku GalIoB (3ampeTUTh XpaHeHwe (GaWIoB ayauMo W BHUICO) B
COOTBETCTBUH C TAOIUILIEH:

Manka Tpynnsi daiinos ps KBoTnposanue
0JIOKMPOBKH
D:\Folders\Sales ®daiisbl ayIuo U BUJIEO; o 50 Mb
D:\Folders\IT - o 150 MB
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18. HacTtpoWTe W NOPUMEHUTE TPYNIIOBBIE TMOJIUTHUKU K IIOJIB30BATENISIM H
KIIMCHTCKUM pa60‘{I/IM CTaHIUAM JOMCHA.

19. Co3paiiTe MOJUTHKY YYETHBIX 3allMCEHl I BCEX IOJIB30BATENICH JIOMEHa
AbiMoscow.com:

- BECTHU KypHaJ mapoJjei - 7;
- MAKCUMAJTBHBIN CPOK IercTBUs mapoist - 60;
- MapOoJTh TOJDKEH OTBEYATh TPEOOBAHUSAM CIOKHOCTH - BBIKJIFOUCHO;

- MUHUMAaJTbHAs JJIMHA TTapoJis — 8;

- MPOAOIKUTEIIBHOCTD OJIOKHPOBKH YIETHOM 3aITUCH - D;
- IOPOTOBOE 3HAYCHHE OJIOKUPOBKH - 3;

- BpeMs 10 cOpoca cueTdynka OJJOKUPOBKH - 2;

20.  [lo6aBwTe monw3oBareneit otaena BRANCHI1/BO_IT B nokanbHyto Tpynmny
aJMUHUCTPATOPOB JIJI1 BCEX KOMIBIOTEPOB (HOYTOYKOB) 1oMeHa AbiMoscow.com;

21.  lTloakmrouuTte CETEBbIE NUCKU COTpyaHUKaM otaesioB Sales u IT, nazHaubTe
oykBy G:

22.  BxmrounTe yaajaeHHBINH paOOuMii CTOJ HAa BCEX KOMIThIOTEPAX, HAXOISIITNXCS
B (punmane (Branchl).

Moayas 3. Kondurypamusi cepBucoB H CJ1Y:K0 Ha 0a3e 1MCTPUOYTHBOB
Linux - Debian 10 u CentOS 8.

[Ipexne, yem TpUCTYyNUTh K paboOTe BaXKHO:
- O3HAKOMUTBCS CO CXeMOor nmoakaoueHus Cxema 1;

- BHUMATEJIBHO u LHIEJIMKOM npountars 3aj1aHue;
HE 00513aTeJILHO BBIMOJHATH MYHKTHI 33JIaHUS TI0O OUEPEH, a TAKKE 3a1aHUE
eJmKoM, Bam MoXeT He XBaTUTh Ha 3TO BpeMeHu. Vcxoas u3 3Toro nogymainre,

KaK ONTUMHU3UPOBATH CBOIO PalOTY.
"' BHUMAHHE!!!
Ilo oxonyanumu padorsl Bam Heo0X0AMMO IIPeIOCTABUTH HA
NPOBEPKY ceTeBOe 000PY/10BaAHHME B BHIKJIIOYEHHOM COCTOSIHUM.
B 11000M ciydae Bce mpegocraBieHHoe Bamu o0opynoBanue Oyaer
nepe3arpyKeHo IKCIepTaMHM Mepe/] HA4YAJI0M MPOBEPKH.
B ciay4yae HeBO3MOKHOCTH BX01a B CHCTEMY, BbINOJHEHHE PadOTHI
IKCIEPTAMU 10 JAHHOM YACTH KOHKYPCHOI'0 33aJaHHUsl He OLlEHNBAETCSl.
IIpu BBINOJHEHUH 331aHUSI YYTHTE BO3MOXKHbIe BHEIITATHBIE
KPaTKOBpPEeMEHHbIE WIH [UVIUTEbHbIC OTKJIYEHUS 3JIeKTPO3IHEPIrUH.
1. VYcranosure I10 Oracle VirtualBox;

2. Cosznaiite BM co cnen. mapamerpamu: ums — BRANCH1-DEBIAN; o06bem
OIT -
1 r6; TMHAMUYHBIN BUPTYyanbHBIN xkecTKui nuck VDI o6bemom 10 r0; BKiItOUeH
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PAE/NX; Tvn noaK/Ir0YEHUs CETEBOTO ajianTepa — CETeBONU MOCT;

3. YcranoBute Ha BupTyaibHyto MamuHy OC  Debianl0  (maposb
cyneproyib3oBaresis: toor!; momHoe wuMs moJib3oBaTens: userl; maposb IS
MOJIb30BaTelIs userl:

toortoor!)
4, 3anaiite umsa komnerotepa: BRANCHI1-DEBIAN,;
5. N3menute DNS-cydbdukc s gaHHoM wMamwmHbl Ha russiaau; 13,

YcTaHOBUTE ITApOJIb HA CYIIEPIIOJIB30BaTENS root: toortoor
6. Hacrpoiite cereBoit uaTepdetic cormacHo Cxeme.

JloGaBbTe 7151 TEKyIIEro ceTeBoro uHTepdeiica alias ¢ I[P cormacHo Cxewme;

Coznaiite monb3oBareneii user-1N, user-2N, user-3N (rme N — HOMep
yqaCTHI/IKa) napos cootBeTcTBeHHO: R!1123456 R!1234567 R!345678 ;

9. Cospaiite rpyniy ablmpx n no6aBsTe B Hee nonb3oBarens user-2N (rae N —
HOMED YYACTHHKA);

10. Ilpommmmre B CHHUCOK PEMO3UTOPUEB IS CKauYMBaHUSA CBOOOIHO
pacnpoctpansiemoro I1O cepsep http://mirror.abimoscow.ru/deb/ ¢ HanboabIIUM
IIPHOPHUTETOM, TICEBJOHUMOM penm3a wheezy M KoMIoHeHTOM main. [IpornwmmuTe
3aIiCh KaK Ha OMHApHBIC MAKEThI, TAK U Ha MMAKETHI C HCXOIHBIM KOJIOM.

11.  VYcranoBute web-cepBep Apache. 3ameHuTe CTApTOBYIO CTpaHUILY
(craptoBast ctpanuna aojkHa coiaepxkatb TOJIBKO coobmenue «Abilympics
Russiay);

12.  3arpys3uTe B BUPTyalbHYIO cpeay rotoBsiii 0opaz OC CentOS 8. [Ins Bxoxa
B CHCTEMY MCIOJIb3YHTE JIOTHH/TIapoJib root/toortoor;

13.  3apaiite ums komnbiorepa: BRANCHI1-CENTOS;

14.  YcTaHOBHTE IapOJIb HA CYNEPIOJIB30BATENS root: t0Ormoscow;
15.  Hactpoiite ceTeBoi unrepdeiic cormacno Cxeme;

16. N3menute DNS-cyddukc s qjaHHOM MalllvHbBI Ha russia.ru;

17. Pazpemmmre ypajieHHoe NOAKIOUEHHE 10 TmpoTtokoiny SSH s
CyHnepIoJib30BaTeIs root.

Oco0ble yKazaHwus:
Y10 MOKHO?

Jns BBINONHEHUS KOHKYPCHOTO 3aJaHUsl KaXAbld YYaCTHUK HMEET IIPAaBO MCIOJIb30BaTh CBOIO
KOMITBIOTEPHYIO KJIABHATYPY H/WIJIH CBOIO KOMITLIOTEPHYIO MBIIIb. JIaHHBIE YCTPOUCTBA HE JJOJKHBI IMETh
BCTPOCHHBIX MEXaHU3MOB INaMATH. [lepes HayasoM YeMIMOHATa 3KCHEPThl, Ha3HA4YeHHbIEC [J1aBHBIM
AKCIIEPTOM, TOJIKHBI YAOCTOBEPUTHCS B TOM, YTO B JAHHBIX YCTPOICTBAX HE MPEAYCMOTPEHBI MEXaHU3MBI
XpaHeHus HHpopManuu.

Yro Henn3s?
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K nponocy 3ampemniaiorcsi Takue SIEKTPOHHBIE YCTPONCTBA Kak MOOHWIIbHBIE Telle(OHBI, CMapTQOHBI,
TUIeephl, HAYIIHUKWA, JUKTO(POHBI, Kamephl, HOYTOYKH, TIUIAHIIETHBIE KOMITBIOTEPHl H TIPOYHeE
TIEPCOHANIFHBIE JJIEKTPOHHBIE YCTpOWCTBA. J[aHHBIE yCTPOWCTBA AOJDKHBI XPaHUTHCS B CIIEIHUATHHOM
MTOMEIIEHIH B TeYeHNE KaXKI0TO KOHKYPCHOTO JTHSI.
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CXEMA 1

R1: R1
G0/0 - NocnegHwin agpec cetu ISP G0/0

- G2 | wwww T.]| Go/o veww | T
GO/1 - NocneaHue agpeca ceteit LAN1 u MNG wewr [ W; vy

—
G0/2 - NocnepHnia agpec cetm LAN2 G0/1 ISP R2
R2: ROS O5PFv2 area 0
’ LAN1
G0/0 - Nepebi agpec cetu ISP MNG  SW1
_ " FaO/1
Loopback 22 - /lio6oit agpec cetn LAN3 Trrrr Cetb LleHTpansHoro oduca LAN1: 192.168.M.128/26;
SW1 - MNepssint anpec cem MNG Ea0)7 =8 CeTs Odmca CesepHbiii LAN2: 192.168.N.0/27;
SW2 - Bropow appec cetu MNG LaN2 o e CeTb Odmca TadwHbii LAN3: 192.168.M.216/29;
SFIWER: 3 g Cetb ynpasnenHa MING: 176.18.1.32/28;
Nicl - NocnegHuk agpec cetu Lanl; Fﬁﬂl Cerb ISP: 10.0.N.248/30
Nicl - NocneaHWid agpec cetw Lan2;
" SN , rae N — Homep y4acTHWKa
DC-C - Narwid aagpec cetw Lanl; .
RDC — DHCP client; Nict -
Debian-N - 11bii4 1 12114 aapeca cet Lan2; Nic2
CENTOS-N — DHCP client.
/RS
SERVER

VMWARE WORKSTATION
LeHTpanbHblit oduc

ORACLE VIRTUALBOX
Odmc Cese pHblK

[ RS

CENTOS-N

Debian-M



3.4.30% n3MeHeHHEe KOHKYPCHOI'O 3a1aHMS.

Jlorunbl/maponu;
Hostname ycTpoicTB;
[Tapametpsr VTP;

© o0 NOo Ok W

ITapamerpst SSH;

[EEN
©

[TapameTpsl arperanuu;

Y
A

[Tapamerpst OSPF;

[EEN
w

[Tapamerpsr NTP;

=
o &

ITapameTpst BM;

IP-anpecanust TOKaIbHBIX CETEH;
CereBble IMapaMeTpbl OKOHEYHBIX YCTPOUCTB B JIOKAJIBHBIX CETSX;

HaumenoBanus u nHomepa VLAN;
[TapameTpsI port security;

Howmepa nogsiatepdeiicoB RoS;

[TapameTrpst DHCP B cetu LAN2;

V3MeHeHHs B cxeMe MOAKIIOYSHHS: HOMEpa MOPTOB MOIKIIOUEHUS, UHTepEHCHI;

16. HaumenoBanus OpraHu3alluOHHBbIX CAWHULL, I'PYIIIIT U MOJb30BaTeNIeH B JOMCHC, HAMMCHOBAHHUC

H pacnpeaciICHUEC I'PYIIIL;

17.  Ilapamerpst DHCP B cetu LANI;
18.  Anpeca cepBepoB nepecbuiku DNS;

19.  Ilapamerpsl raid,;

20.  ITapameTpsI ceTeBBIX NAIOK;

21. Pacnionosxenue rpymnmoBeix NoduTuK B cTpykType GPO;
22.  HammenoBanue DNS-cyddukcos;

23.  Hammenoanus nomin3oBareneid u rpymn B OC Linux;

24.  TlapameTphl CO3/1aBa€MOTO PEIO3UTOPHS;

25. TekcT copeprxanus CTapTOBOM CTpaHHUIIBI wWeb-cepBepa.

3.5. Kpurepum ouieHKH BbITIOJHEHUS 3aJaHUSI.

HanmeHoBanue MoayJist 3ananue MaxkcuMajabHbI
i 0ann

Moy 1: Y4acTHUKH JOJDKHBI YOSIUTHCS B TOM, YTO BCE
Kouduryparus cereBoro HAaCTPOMKHU Ha BCEX YCTPOMCTBAX MOCIIE 40
TEJICKOMMYHHUKAITIOHHOTO nepe3arpy3ku BCcero 000py1oBaHUs
o0opymoBaHUs (YHKITHOHUPYIOT
Monyns 2: Y4YacTHUKH JOJDKHBI 00ECIEYNTh HAJTUYNE U 30
KoHugurypaius cepBUCOB U CIy)0 | QYHKIMOHHUPOBAHHE B COOTBETCTBUU C 3aIaHUEM
Ha 6aze OC Microsoft Windows CITy’k0 1 poJieil Ha yKa3aHHBIX BUPTYAIbHBIX
Server 2019 MaIlnHaX
Monyns 3: VY4YacTHUKH JOJDKHBI 00ECIEYNTh HAJTUYNE U 30
KoHupurypaiiys cepBHCOB U CIy)0 | QYHKIMOHHMPOBAHHE B COOTBETCTBUU C 3aJIaHUEM
Ha 6a3e muctpuOyTHUBOB Linux - ciryk0 U poJieil Ha yKa3aHHBIX BUPTYaJIbHBIX
Debian 10 u CentOS 8 MallIuHaX
HUTOI'O: 100
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Moayab 1: Kongurypauus ceTeBoro TeJ1eKOMMYHHKAIMOHHOTO 000PYy10BaHUsI

MaKCHMATLHELe Oo0bexTuBHasi| Cy0beKTUBHA
3ananue Ne HaumeHnoBanue Kpurepus OIIEHKA Al OLIeHKA
Oanbt (6anbI) (0amIbI)
Kondurypauus [lonkroueHue ceTeBoro
CETEeBOTrO 1. 000pyAOBaHUS 2 2
TEIEKOMMYHHKaA
ITINOHHOTO 2. BaszoBas HacTpoiika 2 2
obopynosanns mapipytuszaropa R 1
bazoBas HacTpolika
3. 2 2
MapiipyTtuzaTopa R2
4 bazoBas HacTpoiika koMMyTaTOpa 1 1
' SwWi
5 bazoBas HacTpolika KOMMyTaTOpa 1 1
' SW2
6. Hacrpoiika VTP 3 3
7 Hacrpoiika 5 5
ynanerHoro gocryna CO-Router
8 Hacrpoiika 5 5
ymanenHoro gocrtyna TGO-Router
Hacrpoiika
9. ynaneHHoro goctyna CO-SW1 3 3
Hacrpoiika
10 yaaneHHoro goctymna CO-SW2 3 3
Hacrpoiika npoTokoina
11. . 2 2
Oe3omacHOCTH port security
12 Hacrpoiika ciucKoB KOHTPOJIS 5 5
JIOCTyTIa
13. | Hactpoiika arperauu KaHajioB 2 2
14, Hacrpoiika mapmpytuzanuu Vian 3 3
(RoS)
15, Hacrpoiika nnHamMuueckon 5 5
Mapmpyrtuzanun OSPF
16. | Hactpoiika NTP 2 2
17. | Hacrpoiika DHCP 2 2
18. [Pv6 mapmpyTrzanus 9 5
OOmas
19. | paboTOCIIOCOOHOCTH CETH 2 2
HUTOIrO: 40
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Monayab 2: Kondurypauusi cepBucoB U ciy:k0 Ha 6aze OC Microsoft Windows Server 2019

3aganue Ne | HaumenoBanme kputepusi | Makcumanbhbie | O0bexkTHBHasi | Cy0beKTHBHAsA
0aJIIBI OlleHKa OLIEHKA
(6anbI) (0amIbI)
Kondwurypanus 1 HacTtpoiika cuctemsl 3 3
CEpPBHUCOB U BUPTYyaIU3aLUuN
ciryk0 Ha 6aze OC YcraHoBKa
Microsoft 2. | mactpoiika cepsepa DC-C 10 10
Windows Server
2019 YcraHoBKa ¥ HaCTpoOMKa
3. (haiimoBoro 4 4
cepsepa
YcraHoBUTE U HACTPOUTE
4, ciry>x661 DNS u DHCP 4 4
Hacrpoiika u npumMeHeHue
5. TPYIIIOBBIX IMOJUTHK 4 4
VYcraHoBKa U
6. HacTpoiika cepsepa RDS 5 5
HUTOIO: 30

Mopay:nb 3: Kondurypanusi cepBucoB U ¢J1y:k0 Ha 6a3e nuctpudyruBoB Linux - Debian 10 u CentOS 8

3aganue Ne HaumenoBanne kputepus | Makcumanbnble | O0bekTnBHasi | Cy0beKTHBHASA
0aJLIbI OLleHKa OllCHKa
(6anambl) (6anabI)
Kondurypanus 1. Hactpoiika cucteMsr 5 5
CEPBHCOB U CIIyK0 Ha BUPTYaAJIN3aLAN
0a3ze TUCTpUOYTUBOB =
Linux - Debian 10 5 yCTE.lHOBKa u HacTporika OC 6 6
Debian
u CentOS 8 " "
3 Hactpoiika nons3oBareneit u 6 6
' rpymn
4 Pab6ora ¢ penozuropusamu 6 6
5 YcranoBka u HacTporika OC 5 5
' CentOS
6 VY najenHoe ynpaBJieHHHUE 1O 5 5
' SSH
HUTOIrO: 30
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4.IlepeveHb HCIOJIB3YyeMOro 000py/10BaHNA, HHCTPYMEHTOB H PACXOAHbIX MAaTEPHAJIOB.
Jli1s1 Bcex KaTeropui y4aCTHHUKOB.

OBOPYJIOBAHUE HA 1-TO YYACTHUKA
O6opynoBanue, uHCTpyMeHTHI, [10, MeOenb
Ne| HawmmenoaHnwue Tex. xapakTepuCTHKU 000pYI0BaHUS, HHCTPYMEHTOB H En. Kon-
CCBIIKa Ha CAT MPOU3BOANTEIS, TIOCTABIINKA U3MEPEHUS BO
1 |IIK AMD Ryzen 5 1600, 16 GB RAM, Windows MITYK 1
10
2 | Monurop 23.8 mroiim, Philips HITYK 1
3 | KommbroTepHast uUSB LITYK 1
MBIIIIb
4 | KnaBuatypa uSB HITYK 1
5 | Kabenb kabenb koHconbHbIH CISCO MITYK 1
KOHCOJIbHBIN
6 | Kommyrarop Cisco 4321 HITYK 2
7 | Mapmpytuzarop Cisco cepuu 2960 HITYK 2
8 | Ymumnurens 220B, 3 meTpa, 6 po3eTok MITYK 1
9 | Bsok po3erok Pozetkn 19", Bunka C14, 10A HITYK 1
10 | Croiika-cepBepHas 19", 42U, omHOpaMouHast ITYK 1
11 | UBII 1600 VA HITYK 1
12 | Ilatu-xopa UTP 5e, 2 meTpoB MITYK 4
13 | Iaru-xopa UTP 5e, 0.5 metpa MITYK 4
14 | OC Windows 10 npenycranoiieH Ha [1K yuactauka, 1SO o6pa3 LITYK 1
15 | OC Windows ISO 00pa3, Ha pabouem ctone 1K yuacTanka LITYK 1
Server 2019 (en)
16 | OC Windows 10 ISO o6pa3, Ha pabouem crosne [1K yuacTHuKa HITYK 1
(en)
17 | OC Debiab (en) VHDX, na pabouem croie ITIK yuacTHuKa MITYK 1
18 | OC Centos 8 (en) ISO 06pa3, Ha pabouem crone ITK yuacTHrKa MITYK 1
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19 | Putty [Ipenycranosnen Ha [IK yuactHuka, Ha pabouem HITYK 1
croie IIK yyacTHuKa.
20 | TeraTerm IMpenycranosnen Ha [1K yuacTHuKa, Ha pabouem HITYK 1
crone [IK ygacTHuka
21 | TIO nns VirtualBox 6.0.8, npenycranosien na [1K MITYK 1
BUPTYaIH3aLUH
1 | Cron 1200x600 Mm LITYK 1
8
1 | Cryn OducHsrii MITYK 1
9
PACXO/JHBIE MATEPUAJIbI HA 1 YYHACTHHKA
Pacxonnbie Matepuabl
Ne HaumenoBanue TexHuueckue XxapakTepUCTHKU En. Kon-
M3MEPEHUs BO
2 | Pyuka [MapuxoBas HITYK 2
3 | Kapannmam [IpocToti TM MITYK 2
4 | Jlucter A4 MITYK 10
PACXOJHBIE MATEPHUAJIbI, OGOPYJOBAHUE U UHCTPYMEHTbI, KOTOPBIE
YYACTHUKU JOJ)KHbI UMETbD ITPU CEBE (npu Heo6xoaumocTH)
1 B nanHOl KOMIIETEHIUU HE MPELYCMOTPEHO

PACXO/JHBIE MATEPHUAJIBI 1 OBOPYJIOBAHUE, 3AIIPEHHIEHHBIE HA TIVIOIHAJKE

1 MoOwunbHEIH Terxe]oH WK Ipyroe aHAIOTUIHOE
3JIEKTPOHHOE YCTPOUCTBO
JAOIOJHUTEJIBHOE ObOPYJIOBAHUE, THCTPYMEHTbBI KOTOPOE MOKET
HPUBECTHU C COBOU YYACTHMUK (npu He00X0TUMOCTH)
Ne Hanmenosanne Tex. xapakTepuCTUKN 000PYIOBaHUS U CChUIKA Ha En. Kon-
CalT MPOU3BOIUTENS, ITOCTABIINKA W3MEpEeHHUS BO
1 B nanHON KOMITETEHIINM HE IPEIYCMOTPEHO
OBOPYJOBAHMUME HA 1-I'0O DOKCIIEPTA (npu Heo0Xx0quMoCTH)
O6opynoBanue, MeOEITb
Ne HanmenoBanue TexHHYecKre XapaKTEpUCTUKN U CCHUIKA HA CAWT En. Kon-
MIPOM3BOJUTEISL, TOCTABIIINKA H3MEpPEHUs BO
1 | Cryn OducHbrii HITYK 1
PACXO/JIHBIE MATEPHAJIBI HA 1 OxcnepTa (npy He00X0IMMOCTH)
Pacxonnbie maTepualsl
Ne Hanmenosanue TexHn4yeckre XxapakTepUCTUKN En. Kozn-
V3MEpEeHHS BO
1 | Pyuka [TapukoBas ITYK 1
2 | Jluctel A4 MITYK 10
OBIIAS THOPACTPYKTYPA KOHKYPCHOU IVIOINAJKH (nmpu HE00X0AUMOCTH)
JomonuuTensHoe 0060pyoBaHNe, CPEACTBA HHIUBUIYAITBHOM 3aIINUTHI
Ne Hanmenosanue Tex. XapakTepUCTUKH JOMOJHUTEIBHOTO En. Kon-
000pYZIOBaHUS U CPENICTB UHANBUAYAIbHON 3alUTHl U | WU3MEpPEHHSA BO
CCBUIKA Ha CAalT POU3BOJUTEIIS, [IOCTABLINKA
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1 | Ornerymutens HITYK 2
YIJIEKUCIOTHBINA

2 | Bak mox o6pe3ku 120 — 180 mutpoB MITYK 2
(mycop)

3 | Memku nox mycop 120 — 180 mutpoB MITYK 10

4 | KommyraTop Cisco 2960 HITYK 1

5 | Mapuipytuzarop Cisco 1941 HITYK 1

6 | Kabenn Kab6ens konconbHsi Cisco LITYK 1
KOHCOJIbHBIN

8 | UBII 1600 VA MITYK 1

9 | XomyTbl https://leroymerlin.ru/product/homuty-kabelnye-2- HITYK 50
KabGenpHbIe 5h200-mm-cvet-belyy-100-sht-81927654/
2.5x200

11 | HoxHums! Jmuaa 100 MM MITYK 2

12 | Kanuenspckuit MITYK 1
HOX

13 | lleTka 1 coBOK MITYK 1

14 | Yanunurens 220B, 5 metpoB, 6 po3eTok ITYK 3

15 | Knewmwu s Telecom HT-500R HITYK 1
o6xxumkn UTP (https://www.mediamarkt.ru/item/1340498/telecom-ht-
Kabes 500r-kleshhi-dlya-obzhima)

16 | IlaTu-xopn 8P8C RJ45 Kabens UTP Cat. Se 24AWG 4P METpPOB 50

17 | KonHexTopsl Konnekropsr RJ45 HITYK 20
RJ45

18 | Bemanka Munumym Ha 10 enuHULL OEKIBI LITYK 1
rapaepoOHas

19 | Cron 1200x600 MM MITYK 4

20 | Cryn OducHsrii MITYK 5

22 | TIK HOYTOYK MITYK 1

23 | Ilpunrep JlazepHsbrit HITYK 1

24 | Bymara A4, 500 nuctoB Y. 2

25 | HaGop uBeTHbIX [ITapukoBBIE WK TENHEBBIC, MUHUMYM 4 IIBETa MITYK 2
pyHex
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29| Tecrep cereBoit TectupoBanue kadens Tuna UTP (Cat 5, 5e, 6) MITYK 2
8P8C RJ-45

30| Anreuka nepBoii MITYK 1
MOMOIIN

31| Crakanbt [MnactukoBbie 200mt HITYK 100
OJTHOpPa30BbIC

32| Bona ByTtunupoBaHHass MUHUMYM JUTPOB 19

KOMHATA YYACTHHUKOB (npu He00X0AUMOCTH)
O6opynoBanue, Me0eb, paCXOIHbIE MaTePHAIBI (TIPU HEOOXOAUMOCTH)

Cron 1200x600 MM IITYK
Cryn OducHsrii YK

JAONMOJHUTEJBHBIE TPEBOBAHUA K IVIOIMAAKE/KOMMEHTAPUHN

KonunuectBo TOUEK QJICKTPOIIUTAHUA U UX XaPAKTCPUCTHUKU, KOJIUYECTBO TOUCK UHTCPHETA U Tpe6OBaHI/I$1

K HEMY, KOJIMYECTBO TOYEK BOJIBI U TPEOOBAHUS (ropsyasi, XOJIOAHAS)

Ne| Haumenosanue Tex. xapakTepUCTUKHI
1 | DnekTpudiecTBO HA 220 BonbT 2 po3eTkH 1 KBT
1 mocT s
YYacTHHKA
2 | DNeKTpU4ecTBO 220 BOJBT 2 pO3ETKH 2 KBT
JUISL SKCIIEPTOB
3 | UnTepuer WIFI Munumym 20 Mout/c
4 | PezepBHBIii [IK, koMmMyTaTOp, MaplIpyTU3ATOP, NATY —KOP/Ibl TAKHE
KOMILIEKT K€ KaK y YYaCTHHUKOB.
o0opynoBaHUs
y4acTHHKA
5 | IMaTu-xopn UTP Se, pazmuunoit anmunsl (2, 5, 10, 15 meTpoB) HITYK 20

5. CxeMbl OCHAIIEeHUSI PA00YHUX MECT ¢ Y4€TOM OCHOBHBIX HO30JIOTHiA.

5.1 MuHuMaabHbIe TPeOOBAHNS K OCHAIICEHUIO PA00YNX MECT € Y4eTOM OCHOBHBIX

HO30JIOT M.
IInomans, | [lInpuna npoxona mexny | CnenmaJu3upoBaHHOE
M.KB. pabdounuMu MecTaMu, M. 000opynoBaHNe, KOJIUYECTBO.*
Padouee  mecto | 4 0,75 HET
Y4aCTHHKA c
HapylIeHHeM
cayxa
PaGouee  mecto | 4 0,75 Knasuatypa bpaiins. {ns yqacTHUKOB
Y4YaCTHHKA c C HapyLICHUEM 3PEHUS
HapylIeHueM (crTaboBUASIINX) KOHKYPCHOE 3aaHue
3peHust JTIOJDKHO OBITH HATledaTaHo B
KPYIMHOMIPU(PTOBOM (opmare.
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Padouee MecTOo
YYACTHUKA c

HapylIeHHeM
OJIA

0,75

HECT

Pabouee MecTOo
Y4YACTHHKA c
COMATHYECKHMH
3200/1eBAHUSIMH

0,75

HCT

Pabouee MecTOo
Y4YACTHHKA c
MEHTAJILHBLIMH
HAPYIIEHUSIMHA

0,75

HCT
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5.2 I'paduyeckoe n3o0pakeHue padoYuX MeCT € Y4€TOM OCHOBHBIX HO30JI0THid.

alU

WOADBHLIE DE03HAYEHMA!

HomayTatop Mormrap

e @ o
CapaepHblli Wkad
@ ”

CHITE MR GNoK

LI
| o

5.3 Cxema 3acTpoiiku cOpeBHOBATEILHOM MJIOIAAKHA. J1J15l BCeX KaTeropuid.

Crpanuna 10 u3 6



6. TpeOoBaHuUsi OXpaHbI TPY/AA U TEXHUKH 0€30MACHOCTH

Texnnka 6e3omacHocTr OO0IHE TpeOOBaHUS OE30ACHOCTH

Hacrosiiiass WHCTPYKIMSI PACHpOCTPAHSCTCS Ha JIOMYIICHHBIX Ha IUIOMAAKY
COPCBHOBAHUI JIMII, SKCIUTYaTHPYIOLIUX CPEICTBA BBIYUCIMTEIBHON TEXHUKU U CETEBOE
obopynoBanue. MHCTpYKIUS COACPKHUT OOIIHMe yKa3aHHs 10 0€30IMacHOMY IMPHUMEHCHHIO
3JIEKTPOOOOPYIOBAHHUS TUIOMIAJAKE COpEeBHOBaHUN. TpeOOBaHUS HACTOSIIEH HWHCTPYKIIUH
SIBIITIOTCST 00s13aTENILHBIMH, OTCTYILICHUS OT Hee He JOIMycKaroTcs. K caMocTosTebHON
IKCIUTyaTaIluH JIEKTPOAIapaTyphl JOMYCKAaeTCs TOJBKO JIMIa He MoJioxe 18 ser.

TpebGoBanus 6€30MaCHOCTH TIEpe]] HAa4aIoM paOOThI

[lepen Hauasom pabOTHI clieAyeT YOEAWTbCS B MCHPABHOCTU JIIEKTPOIPOBOIKH,
BBIKJTIOUATEJICH, INTETICENbHBIX PO3ETOK, MPH TIOMOIIH KOTOPBIX O00OpYyIOBaHHE
BKJIIOYAETCS B CE€Th, HAJTMYUU 3a3€MJICHHS] KOMITbIOTEPA, €ro padoTOCIIOCOOHOCTH.

TpeboBanust 6€30MaCHOCTH BO BpeMsl pabOThI

JUis CHWXXEHUsT WM MNPEAOTBpAIlCHUs BIMSHUS ONACHBIX M BPEIHBIX
(daktopoB HeoOxonuMo coOmonate CaHUTapHble TpaBUja U HOPMBI,
TUTUEHUYECKHEe TpeOOBaHMs K BHUACO-AUCIUICHHBIM TEpMHUHAJIaM, MEPCOHATBHBIM
3JIEKTPOHHO-BBIUMCIIUTEIbHBIM MAIlIMHAM U OpTaHU3aIMH PaOOTHL.

Bo u3bexxanune MOBpEXACHUS HW3OJSIIMA MPOBOJOB W BO3HUKHOBEHUS KOPOTKHX
3aMbIKaHUI HE pazpelaercs: BelaTh 4TO-IM00 Ha MPOBOJA, 3aKpalluBaTh U OENUTh
IIHYPBI ¥ IPOBOJIA, 3aKJIaIbIBaTh IPOBOJIA U IIIHYPHI 32 Ta30BbI€ U BOJOIPOBOHBIE TPYOHI,
3a OaTapeu OTONUTENbHON CHCTEMBI, BBIIEPTUBATh IITENCEIbHYIO BUJIKY W3 PO3ETKH 3a
IIHYD, YCUJIUE JOJKHO OBITh MPHIJIOKEHO K KOPITYCY BUJIKH.

JUIs UCKIIIOYEHMs] TOPAKEHUS DSJIEKTPUYECKHMM TOKOM 3afpeniaercs: 4YacTo
BKJIFOUATh U BBIKIIOYATh KOMIIbIOTEp 0€3 HEOOXOIMMOCTH, MPHUKAcCaThCsl K IKpaHy U K
TBUIbHOM CTOpPOHE 0JIOKOB KOMITBIOTEPA, pa0OTaTh HA CPEICTBAX BBIUUCIUTENbHON TEXHUKU
U CETEBOM 000pYA0BAaHUN MOKPBIMH PYKaMH, a TAK)Ke UMETh Ha pabodeM Tapy ¢ BOAOU UK
JIPYTo# )KUJIKOCTBIO, pad0TaTh HAa CPEACTBAX BHIYMCIUTEIBHON TEXHUKU U IEpUPEpUITHOM
000pyIOBaHMHU, MMEIOUIMX HApYLIEHUS UEJIOCTHOCTH KOpIyca, HAPYIICHHUS H30JSLUU
NPOBO/IOB, HEUCIPAaBHYI0 HMHIWKAIMIO BKIIOYEHHUS TUTAaHUS, C [pU3HAKaMHU
AIIEKTPUYECKOTO HAIMPSDKEHUS HA KOPITyCe, KJIACTh Ha CPEICTBA BEIYMCIUTEIILHON TEXHUKU
U nepuepuitHoM 000py1I0BaHUU TOCTOPOHHUE TIPEIMETHI.

3ampeniaercs TOJ  HANpsOKEHUEM  OYMINATh OT TBUIM W 3arpsA3HCHHS
JIEKTPOOOOPYI0BAHNE.

3anpemaeTcs  MPOBEPATH  pabOTOCIOCOOHOCTH  DJIEKTPOOOOpPYJOBaHUS B
HENPUCIIOCOOJIEHHBIX JUIsSl KCIUTyaTallud MOMEHICHUSX C TOKOMPOBOISALIMMH IIOJaMH,
CBIPBIX, HE MO3BOJIAIONINX 3a3€MJIUTh IOCTYITHbIE METAIITNYECKHE YACTH.

HenonmyctuMo moa HampsbKEHHEM MPOBOJUTH PEMOHT CPEACTB BBIUUCIUTEIBHOM
TEXHUKU U TIepUPEpUItHOTO 000PYTOBAHHSI.

PeMOHT 3nekTpoanmnaparypbl IpOU3BOJUTCS TOJIBKO CHELMAIMCTAMH TEXHUKAMHU C
co0IroIeHeM HE0OXOIUMBIX TEXHUUECKUX TPeOOBaHUIA.

Bo wu30exxaHue mnoOpakeHUs  DJIEKTPUUECKUM TOKOM, TMpU  IMOJIb30BAaHUU
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AIIEKTPONPUOOpaMH  HEJb3d KacaTbCsi OJHOBPEMEHHO KaKUX-TMOO TpyOOIpoOBOIOB,
Oarapeil OTOIIIICHHSI, METANTMISCKUX KOHCTPYKIIUN, COSMHEHHBIX C 3eMJICH.

[Tpu monB30BaHUM SJEKTPOIHEPTUEH B CBHIPHIX MOMEMICHUSIX COOIOIATh 0COOYIO
OCTOPOKHOCTb.

TpeboBanus 6€30MaCHOCTH IO OKOHYAHUHU PabOThI

[Tocne okoHYaHus pabOTHl HEOOXOAUMO 00ECTOYNTH BCE CPECTBA BHIYUCIUTEITHHON
TEXHUKH U CeTeBOe o0opymoBaHue. B ciiyduae HEOOXOIMMOCTH OCTaBUTH BKJIFOYCHHBIMH
TOJILKO 000pYyI0BaHUE, YKa3aHHOE DKCIIEPTaMHU.

TpeboBanust 6€30MaCHOCTH B aBApUHHBIX CHUTYaIUSIX

[Tpu OOHaApYKEHUH HEUCTIPAaBHOCTH HEMEIJICHHO 00eCTOYUTh
AIIEKTPOOOOPYI0OBAHKE, OTIOBECTUTH AKCIIEPTOB. [Ipogomkenne paboTsl BOZMOYKHO TOJBKO
1ocJie YCTPAHEHUs] HEUCIIPaBHOCTH.

[Tpu obHapykeHnu 00OpBaBIIETOCS MPOBOAAa HEOOXOIUMO HEMEJIEHHO COOOIIUTH
00 2TOM »JKclepTaMm, NPHUHATH MEpPHI MO HWCKIIOYEHUIO KOHTAKTa C HUM JIIOJEH.
[TpukocHOBEHUE K IPOBOIY OMACHO IS KU3HHU.

Bo Bcex cnydyasx NOpaK€HHS YEJIOBEKa BJIEKTPUYECKUM TOKOM HEMEJIEHHO
BBI3BIBAIOT Bpaya.

Jlo npubwITHS Bpada HY>XKHO, HE Tepsisi BPEMEHHU, MPUCTYIUTh K OKa3aHHUIO TIEPBOM
IIOMOILY [TOCTPaJaBLIEMY.

HeoOxoaumo HeMeIJIEeHHO HayaTh IPOU3BOAUTh HCKYCCTBEHHOE JAbIXaHHE, HanboJee
3G (HEKTUBHBIM U3 KOTOPBIX SIBIAETCS METOJ «POT B POT» WIH «POT B HOC», a TaKkKe
Hapy»XHbIA MacCaxk cepala.

McKyCCTBEHHOE [NIBIXaHME IOPAKEHHOMY 3JIEKTPHUYECKHMM TOKOM IPOU3BOIUTCS
BILJIOTH JI0 IPUOBITHS Bpaya.

Ha pabouem mecte 3ampeniaeTcsi UMETh OTHEONacHble BeliecTBa. B

MOMEIICHUSX 3alperaeTcs:

a) pa3KuraTb OTOHb;

0) BKJIIOYATh BJEKTPOOOOPYAOBAHUE, €CIM B MOMEIICHUU TaxHET Ta3oM; B)

KYpHTbH;

I') CYIIUTh YTO-JIMOO HA OTOMUTENbHBIX NPHUOOpax;

J) 3aKpbIBaTh BEHTHIAIIMOHHBIE OTBEPCTHS B dJIEKTpoamnmaparype.

HcrounrkaMu BOCTITIaMEHEHUS SBIISTFOTCS:

a) MCKpa IpU paspsle CTAaTHUECKOIro 3JIEKTpUYeCcTBa; 0)

HCKPBI OT 3JIEKTPOOOOPY10BaHUS;

B) UCKpPBl OT yjAapa WU TPEHUS; T)

OTKPBITOE TIaM4.

[Ipy BO3HMKHOBEHUH MOKAPOOMACHOW CHUTyallud WJIM TMOXKapa MEepCOHaN JIOJKEH
HEMEJUICHHO TMPHUHATh HEOOXOAMMBbIE MEpbhl MJii €ro JUKBUAALMH, OJHOBPEMEHHO
OTIOBECTUTH O MOKAPE AAMUHUCTPALIHIO.

[Tomenienus ¢ 31eKTpooOOPYI0BAHUEM JIOJKHBI ObITh OCHAIIIEHBI OTHETYITUTENSIMU.
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